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Privacy-preserving computation techniques allow data to be operated upon while it is encrypted or
obscured, separating knowledge and computation. These techniques have advanced greatly in the past
decade, but still face challenges. General cryptographic methods such as Secure Multiparty Computa-
tion (MPC) and Fully Homomorphic Encryption have the disadvantages high computational complexity
and communication overhead [1]. Purpose-built protocols can be much more efficient, but often lack
features beyond high performance [2,3]. Trusted Execution Environments rely on hardware capabilities
to provide security, but struggle with a conflict between scalability and strong integrity [1,/4]. Prior work
has shown that in some specific scenarios, the differing capabilities of these technologies can be ex-
ploited, allowing the strengths of one to cover the weaknesses of the other. Concrete examples of this
in my prior work include:
» Combining SGX and HE for privacy in both the linear high-scale and nonlinear portions of machine
learning computations [9].

 Using trusted hardware to reduce MPC communication rounds [6].

» Enabling fault tolerance for post-quantum Private Stream Aggregation (PSA) with trusted hard-
ware [2].

In my future work, | aim to seek out scenarios that can benefit from novel integrations of Privacy-
Enhancing Technologies (PETs), and to derive and apply bespoke combinations of PETs to improve
performance, scalability, utility, and robustness. | am a few years from applying for a CAREER award,
and | am seeking feedback on refining ideas in this line of inquiry. In particular, there are three main
research thrusts | am interested in pursuing:

1. PSA for FL: State-of-the-art quantum-secure PSA protocols have the potential to greatly improve
the speed of secure federated learning (FL). Mathematical compatibility between post-quantum
PSA and FHE allows for the possibility of private post-aggregation computation, by converting
a PSA penultimate result (i.e., aggregated but not decrypted) to a FHE ciphertext. However,
there are technical obstacles: PSA noise must be removed from the FHE ciphertext or otherwise
mitigated.

2. High-trust TEEs for integrity-guaranteed FHE: Ongoing work in my group is showing how to use
limited-scale TEEs with stronger integrity such as Intel SGX for large-scale Al (e.g., LLMs) by
exploiting untrusted memory for well-structured data (e.g., matrices) [1]. These methods can also
be applied to polynomial arithmetic, which shows a clear path to using SGX-like TEEs for to ensure
integrity for outsourced FHE computation.

3. Probabilistic integrity: When using PETs, malleable ciphertexts such as those in FHE mean that
a recipient of a ciphertext must trust that the sender has honestly performed homomorphic cal-
culations. Using a “canary-in-the-coal-mine” strategy [5], we can (to a high probability) detect
malicious mutation with minimal overhead or implementation.
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